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Use-case + Shamir’s Secret Sharing OPEN <= QKD

Medical user data (Med. Univ. Graz MUC):

e Cuts of tissue to search for cancer cells

Optimize drug doses

Test data of 30 patients transmitted

High-resolution pictures (Whole Slide Images)
Resolution: 300.000 x 200.000 pixels
Typical image sizes: 16 GB / slice
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(Zoom at the level of cells)

fragmentiX (FRX) - SSS:
* Data is spit in 3 shares (can be more on request)
* Need at least 2 shares to retrieve full data

* Asingle share yields no information

WAN / internet side
read and write
to/from S3 storages

fragmentiX box
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QKD network (AIT, Citycom Graz, ADVA, idg, Toshiba)
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Deployment finalized in Graz:

O Test of QKD links (4 from IDQ, 2 from Toshiba)
and completed under realistic conditions

citycom

O Fiber infrastructure (Citycom) characterized
U Interface to encryptors (ADVA) implemented

O Storage solution by FragmentiX
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= QKD encrypted data
= fragmented data

Geographic layout of network nodes
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Key Rate Generation

IDQ links were deployed for more than 2 months

Toshiba links were deployed for 2 weeks Average Key Rate and QBER

Average Bit [ Average
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