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ADDRESSED PROBLEM

Quantum Key distribution for space links is extremely challenging:

v - Achieved key rates are extremely low. Information theoretical secure
- Daytime operating almost impossible.

PROPOSED SOLUTION N

« Make weak additional assumptions on e _Orbit ey g
Eve’s power, justified by the laws of B\ =5 e
physics: Space geometry and orbital et
mechanics.

» Define and exclusion area for Eve’s \ N\
receiver. — N

. . . . Xclasion L WYRN
» For detection, Eve is only limited by N\ N ;‘

Exclusion
area

space \ B %
guantum physics, as in QKD. \

* Design quantum keyless direct secret

communication (private communication). Information theoretical secure
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DEGRADED ﬁr
X | CLASSICAL-QUANTUM The coefficient y € (0, 1) characterizes
— CHANNEL MODEL the channel degradation. Hence, the efficiency of Eve’s
N — (NB-NE) E channel is yn.
MAIN RESULTS: INFORMATION THEORETICAL SECURE PRIVATE RATES CAPACITIES
Key Analytical Results
€0 = (1 — paar)e” 1%
Cp(y) = mgx{I(X; Y) = I(X;Z]y)}
v ] _ €1 = (1 — pyark)e” MHH108)
. €0+ €1\ h(er) + h(ep)
Cp(y)=|hle” ()] +h : KN —
’ 2 2 1. e*(y) =[1— 1 —4g(1 — g)e="1]/2
Key Numerical Results
QKD (night) A = 10~ Wiretap channel (day) A = 10~
Distance Channel loss PLOB Exclusion radius rivate rate
Configuration (km) (n7) Micius (ny, = 1) rg (m) Gamma (MHz)
LEO 500—1200 22 dB < 10 kHz 10 MHz 12.5 0.1 700
MEO 10 000 40 dB . 100 kHz 100 0.1 700
GEO 36 000 52 dB - 6 kHz 340 0.1 ez 700

clock rate

Reference: Phys. Rev. Applied 16, 014006. (Link to paper)
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