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Background
• XOR oblivious transfer (XOT) is a variant of oblivious 

transfer (OT), a cryptographic primitive important for 
multi-party computations [1].

• General idea of XOT:
Ø Alice sends two bits to Bob.
Ø Bob can learn either the first bit or the second bit 

or their XOR, but not more than that.
Ø Alice cannot know what he has learned.

• Perfect quantum OT is impossible with information-
theoretic security [2,3] à focus on obtaining smallest 
possible cheating probabilities for (unrestricted) 
dishonest parties.

• “Reversing” a protocol: Bob sends a quantum state 
and Alice measures a received state, while still 
implementing OT from Alice to Bob à allows us to
implement OT both ways, even if one party can only 
send quantum states, and other party can only receive 
them [4].

Strengths of Protocol 1
• Same cheating probabilities as interactive version [5], 

even with no testing by Bob.

• Best possible non-interactive quantum XOT protocol 
using pure symmetric states.

• Trade-off relation between Alice’s and Bob’s cheating 
probabilities in an optimal classical XOT protocol is 
beaten by quantum protocol à quantum advantage.

Protocol 1: Non-interactive quantum XOT

• Adapted from non-device independent interactive protocol in [5] à
advantages: no need for entanglement and have non-interactive protocol.

• Classical post-processing (Steps (3) and (4)) added to resulting semi-random 
XOT protocol to ensure Bob can actively choose the bit he wants to obtain.

• Cheating probabilities:

Protocol 2: Reversed non-interactive quantum XOT

• Classical post-processing (Step (3)) added to the reversed XOT protocol to 
ensure Alice can actively choose the values of her bits.

• Cheating probabilities:

On-going experimental work
• Realising an optical implementation of both

protocols, including their cheating strategies: 
Ø Encoding qutrits into a single photon (photon’s

path and polarization [6]).
ØRealising measurements by a reconfigurable

interferometric network (with beam displacers 
and waveplates) and single-photon detection.

• Detailed scheme of the experimental setup:
Ø Various combinations of standard, small, and

ring waveplates
Ø Beam-displacers (semi-transparent blue boxes)
Ø Glass plates (orange boxes) for phase tuning
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Inputs: Sender Alice has two bits !", !$, Receiver Bob has % ∈ 0,1,2 as 
input.
Qutrit states:

Actions:   (1) Alice chooses the random bits *", *$, sends +|ϕ./.0 to Bob.
(2) Bob performs an unambiguous state elimination measurement

on the qutrit state to eliminate two out of the four possible 
states à Bob can deduce either *", *$, or  *1 = *" ⊕ *$. His 
outcome is given by 4, 5 , where 5 ∈ {0,1,2} and 4 = *8.

(3) Bob sends 9 = (5 + % + %) mod 3 to Alice.
(4) Let *AB = * ACD mod E for F ∈ 0,1,2 . To Bob, Alice sends

G", G$ = H
*"
B ⊕ !", *$

B ⊕ !$ if 9 = 0.
*$
B ⊕ !", *1

B ⊕ !$ if 9 = 1.
*1
B ⊕ !", *"

B ⊕ !$ if 9 = 2.

Output: Bob outputs 4B = 4 ⊕ GL, where, for % = 2, G1 = G" ⊕ G$.

|�11i =
1p
3
(|0i � |1i � |2i), |�10i =

1p
3
(|0i+ |1i � |2i).

<latexit sha1_base64="g5YYn8M0ny6PfNMhQJQUsl619XE="></latexit>

|�00i =
1p
3
(|0i+ |1i+ |2i), |�01i =

1p
3
(|0i � |1i+ |2i),

<latexit sha1_base64="o18iXX1VLsfnIAaUSvymRixYR6o="></latexit>

Inputs: Sender Bob has b ∈ 0,1,2 and the random bit 4, Receiver Alice has 
two bits !", !$ as input.
Qutrit states: 

Actions: (1) Bob chooses 5 and the random bit 4, sends +|ϕ.NOP to Alice.
(2) Alice performs a measurement with measurement operators

on the received qutrit state, obtains outcome *", *$ .
(3) Alice sends Q", Q$ to Bob, where, for F ∈ 0,1 , QA = *A ⊕ !A.

Output: Bob outputs 4B = 4 ⊕ QL, where, for b= 2, Q1 = Q" ⊕ Q$.

⇧00 =
1

4
(|0i+ |1i+ |2i)(h0|+ h1|+ h2|), ⇧01 =

1

4
(|0i � |1i+ |2i)(h0|� h1|+ h2|),

<latexit sha1_base64="7ZopIqDJJyKAwtJ/P+nJK7nFrS4="></latexit>

⇧11 =
1

4
(|0i � |1i � |2i)(h0|� h1|� h2|), ⇧10 =

1

4
(|0i+ |1i � |2i)(h0|+ h1|� h2|)

<latexit sha1_base64="Ufeuob4/uL1hoa8ZTU8uLZbx2Fs="></latexit>

Bob: BOT = 3/4 By using a minimum-error measurement.
Alice: AOT =  1/2 By sending one of the states |0⟩, |1⟩, or |2⟩ instead.

(No need for testing by Bob as does not decrease AOT.)

Bob: Br
OT = 3/4 By sending one of the states (|0⟩ + 1 + |2⟩)/√3, 

(|0⟩ − 1 + |2⟩)/√3, (−|0⟩ + 1 + |2⟩)/√3, or 
− 0 − 1 + |2⟩)/√3 instead.

(No need for testing by Alice as does not decrease Br
OT.)

Alice: Ar
OT =  1/2 By using a minimum-error measurement.

|�x0=0i =
1p
2
(|0i+ |2i), |�x0=1i =

1p
2
(|0i � |2i),

<latexit sha1_base64="DBpp/8mFF1wvRwj2kvPxEISpdpU="></latexit>

|�x1=0i =
1p
2
(|0i+ |1i), |�x1=1i =

1p
2
(|0i � |1i),

<latexit sha1_base64="h1UyuFuNkZdGQhSmxkYKZVytYyw="></latexit>

|�x2=0i =
1p
2
(|1i+ |2i), |�x2=1i =

1p
2
(|1i � |2i).

<latexit sha1_base64="7e4mLIKOnKDX7hf5L38RtU5P4qo="></latexit>
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